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Date
9/2008
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Description of Change

Manual was revised to include new web browser
interface screen captures.

Manual was revised to support IF61 firmware
version 2.1x.

Moved edgeware application information to new
documents:

* SAP Device Controller information, previously
in Appendix B, is now in the IF61 SAP Device
Controller User’s Guide (P/N 934-025-xxx).

* Application Level Engine (ALE) information,
previously in Chapter 3, is now in the IF61
Application Level Engine (ALE) User’s Guide
(P/N 934-026-xxx).

Added new information for RFID services,

including BRI and LLRP configuration settings,

and the Device Configuration web service.

Added information and procedures for

configuring, using, and troubleshooting the
802.11a/b/g radio.

Updated screen captures to match the revised web
browser interface.

Minor revisions made to RFID application
development sections.
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Before You Begin

Before You Begin

This section provides you with safety information, technical support
information, and sources for additional product information.

Safety Information

Your safety is extremely important. Read and follow all cautions in
this document before handling and operating Intermec equipment.
Your equipment and data can be damaged if you do not follow the
safety cautions.

This section explains how to identify and understand cautions and
notes that are in this document.

A caution alerts you to an operating procedure, practice,
condition, or statement that must be strictly observed to prevent

o equipment damage or destruction, or corruption or loss of data.
aution

Note: Notes either provide extra information about a topic or contain
special instructions for handling a particular condition or set of
circumstances.

Global Services and Support

Warranty Information

To understand the warranty for your Intermec product, visit the
Intermec web site at www.intermec.com, click Support > Returns and
Repairs, then click Warranty.

Disclaimer of warranties: The sample code included in this document
is presented for reference only. The code does not necessarily
represent complete, tested programs. The code is provided “as is with
all faults.” All warranties are expressly disclaimed, including the
implied warranties of merchantability and fitness for a particular
purpose.
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Chapter 4 — Managing, Troubleshooting, and Upgrading the IF61

The DeviceConfiguration.wsdl document.

Using Simple Network Management Protocol

(SNMP)

84

You can access and manage the IF61 from a Simple Management
Network Protocol (SNMP) station. Contact your Intermec
representative for a copy of the management information base (MIB).

Before you can use an SNMP management station, you need to:

* enable SNMP access to the IF61. By default, SNMP access is
enabled.

* define the IF61 SNMP community strings.
To enable SNMP access and define SNMP community strings

1 From the menu, click Network Configuration > Device
Management. The Device Management screen appears.

Because SNMP access is enabled by default, the Enable SNMP
Access check box is checked, and a list of configurable settings
appears in the SNMP list.
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Chapter 4 — Managing, Troubleshooting, and Upgrading the IF61

RFID

Navigation Menu

Intermec*
D

|
Intermec  Manu

Thursday, March 20, 2008 08:
Device Management

Ethernet
- 80211

Common

Services
B8 RFID Services

[ Security

B8 Maintenance

About

- Network Configuration

Device Management

@ Edgeware Applications

- Device Configuration Weh Services

Enable Device Web Services (Insecure)
Enable Device Web Services {Secure) 5
Download WSDL File: DeviceConfiguration, wsdl
lanch
Enable Avalanche Access

avalanche Agent Name |

- SmartSystems

Enable SmartSystems Access g

SmartSystems Server Address ]

r SNMP

Enable SNMP Access

SNMP Community (Read-Only) public

SNMP Community (Read/Write)  [private |

SNMP Trap Target 2 | 2

2 Configure SNMP settings for your network. For help, see the next

table.

3 Click Activate Changes to save your changes and immediately
make the changes active.

SNMP Community Parameter Descriptions

Parameter

Enable SNMP Access
SNMP Community (Read-Only)

SNMP Community (Read/
Write)

SNMP Trap Target 1
SNMP Trap Target 2

SNMPv3 Username (Read-
Only)

SNMPv3 Password (Read-Only)

IF61 Fixed Reader User’s Manual

Description

Uncheck this check box to disable SNMP access to the IF61.
SNMP access is enabled by default.

Password for read-only access. Range is 1 to 15 characters, case-
sensitive. Defaultis public.

Password for read/write access. Range is 1 to 15 characters, case-
sensitive. Defaultis private.

Authoritative name for trap target 1.
Authoritative name for trap target 2.

User name for SNMPv3 read-only access. Default is
readonly.

Password for SNMPv3 read-only access. Default is intermec.
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SNMP Community Parameter Descriptions (continued)

Parameter Description

SNMPv3 Authentication Type  Specifies the protocol for encrypted SNMPv3 messages. This
(Read-Only) must match a supported encryption protocol on the SNMP
management station. Choose MDS5, SHA1 (default), or None.

SNMPv3 Privacy Type (Read-  Specifies the protocol for read-only access to encrypted

Only) SNMPv3 messages. Must match a supported protocol on the
SNMP management station. Choose DES, AES (128 bit), or
None. Default is AES (128 bit).

SNMPv3 Username (Read/ User name for SNMPv3 read/write access. Default is
Write) intermec.

SNMPv3 Password (Read/ Password for SNMPv3 read/write access. Default is
Write) intermec.

SNMPv3 Authentication Type  Specifies the protocol for encrypted SNMPv3 messages. This
(Read/Write) must match a supported encryption protocol on the SNMP
management station. Choose MDS, SHA1 (default), or None.

SNMPv3 Privacy Type (Read/  Specifies the protocol for read/write access to encrypted

Write) SNMPv3 messages. Must match a supported protocol on the
SNMP management station. Choose DES, AES (128 bit), or
None. Default is AES (128 bit).

Using SmartSystems Foundation

The IF61 ships with a SmartSystems™ Client, which means you can
manage it from a central host PC using Intermec’s SmartSystems
Foundation. The SmartSystems Console displays all discovered
SmartSystems devices in your network.

For more information on SmartSystems Foundation, go to
www.intermec.com/SmartSystems. For information on using the
SmartSystems Console, in the Console choose SmartSystems > Help.

To use SmartSystems Foundation

1 From the menu, click Network Configuration > Device
Management. The Device Management screen appears.
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Chapter 4 — Managing, Troubleshooting, and Upgrading the IF61

On the IF61, SmartSystems is enabled by default.

)
.
lntermec Intermec  Mal
Thursday, March 20, 2008 08:
Navigation Menu Device Management
- [ Network Configuration
Ethernet
~@ ez - Device Configuration Web Services
ig
Comman Enable Device Web Services {Insecure)
Device Management
Enable Device Web Services {Secure) E
Services T3
BB RFID Services Download WSDL File: DeviceConfiguration, wsdl
@8 Edgeware Applications
lanch
-l Security
BB Maintenance Enable Avalanche Access
About Avalanche Agent Name ]
- SmartSystems
Enable SmartSystems Access i
SmartSystems Server Address ]
[ SNMP
Enable SNMP Access
SNMP Community (Read-Only) public
SNMP Community (Read/Write)  [private |
SNMP Trap Target 1 |
SNMP Trap Target 2 | ]

2 To automatically connect to the SmartSystems server at boot time,
enter the server address in the SmartSystems Server Address
entry field. After you specify the server address, SmartSystems will
discover the IF61 during the next broadcast interval.

To disable SmartSystems access to the IF61, uncheck the Enable
SmartSystems Access check box.

3 Click Activate Changes to save your settings and immediately
make them active.
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